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Abstract

Nowadays，thein伽enceofresourcesonsafetyat］dsecurityatseaisoneofthe

mostcriticalelementsoftheexistlngmanagementSyStem．Thealreadyenormous

regulatoryworkloadoncrewunderISMCode，STCW，SOLASandMARPOL

hasnowinCreasedduetoISPSCoderequlrementS．ThisagamputSmOreStreSS
Onhumanandorganisationalfactorsingeneral，anddeckofncers’attentionand

Performanceinpartjcular．TheimportanCe Ofhuman resources can be well

renectedinamodel，butisdifBculttorevealthroughstatistics．SinceBayesian

networks naturally represent causalchainS，thatis，CauSe－effbct relationships

betweenparentandchjldnodes，WeCanSuPPlyevidenceofpastevents，andthen

runtheBayesiannetwofktoseewhatthemostlikelyfutureoutcomeswillbe．

Theirstrengthisthattheyarerobustifmissingsomepartoftheinformation，and

WillmakethebestpossibJepredictionwith whateverinfomationis present．

Thereforetheywereusedformodellingcrewresources．Themodellingprovesan

OVerloadoncrewmembers，andshowsthelimitedresourcesonboardship．To

ensure efnciency ofISPS Code procedures，eXtratraininglS requiredwhich

ShouldbeincorporatedintothegeneralcumiculumOfMETinStitutions．More

attentiontosecurityissuesshouldbepaidonthepartofPortFacilities．ISPS

CoderelatedinSpectionsshouldconsidertheavailabilityofmanpoweronboard

toensureefncientperfbrmanCe．

物WOr血・∬〟Co鹿，瓜PgCoCねcrewre∫0〟化e∫，βの′e∫ぬ〃〃e抽Or由．

l Introduction

Nowadays，thein仙lenCeOfresourcesonsafbb，andsecurityatseaisoneofthe

most criticalelementS Ofthe existing management system・Ship ofncers are
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responsiblefbrplannlng，COrnmunication，naVigation，Shiphandlingandmany

otherroutines，includingproceduresundertheISPSCode．ToenhanCeSafbtyand

securityatseawemustenSurethattherightpeopleareintherightplaceatthe

righttimetocounteractapossibleintruSion・WiththeintroductionoftheISPS
Code，the“Principles of SafeMannlng”Were challenged to consider how

additionalshipboardsecuritydutiesmaycontributetocrewmemberfatigueand
thusmightcreate ahazardtothecontinuous saftnavigationoftheworld’s

mercllantneet．

The shippingindustry already constrainedby SOLAS，STCW，MARPOL，
ISMCodeandISPSCoderequlrementS，isalsoconstantlyexposedtoextremely

tightcommercialpressuretominimizetheoperationalcosts・Additionalsecurity
measuresundertheISPSCoderesultedinaso－Called“ISPSCodecharge”which

varies什om5to9epercargounit．

To copewithcompetitors，Shippingcompanieshavetoresorttomeasures

airnedatcostreduction．Veryo氏enthisleadstolowerwagesforcrew，reSulting

inlowercompetenceandreducednumbersofcrew，Orlongercontracts・The

number ofseafarers trainedin developed countriesis constantly decreaslng・

Unpopularityofseafaringasaprofessionmayleadtoalackofprofbssionally

quali鮎d stafElOntheotherhand alack ofclarityinexpectationsforeach
positionmayconfusethepostholderandmightleadtounder－PreParedness・This

situationmightbeaggravatedbyfasterpromotions・Itisottenclaimedthatthe
newgenerationofsea伽・erSislessexperienced，Sometimesittakesonly2years
foraJuniorofRcertobecomeChiefMate．Navigationandshiphandlingareno

longeranart，itisanoccupationassociatedwithlongperiodsofisolation録om
shore．

Multinationalcrewsarecommonnowadays．Anecdotalevidenceshowsthat

caseswheretheChiefOfBcerwasofPolishnationality，the2ndand3dO用cers
wereofRussiannationality，ratingswereofPRChinesenationalityarenotatall

exceptional．ThisloosensthetiesbetweentheShippingCompanyandthecrew
memberonboardthecompanyships．Di脆rentlanguages，diffbrentcultures，aS

wellas di能rentwages andcontractduration donotencourage COOPeration，

Safbty or security．In addition we would argue，that o債en crews are being

recmited丘om developing countries which have no tradition of a“safbty

culture”．

AtthesametimeshiptrafncisincreaslngeVeryyear，becomlngmOreand
moreintensive．ToensurefastturnLarOund，thetimeashipisstayingintheport

is decreaslng mOStly due totheintroduction of modem CargO handling

teclm0logy・lnsomecountriescrewmembers experiencetohave shoreleave

becauseofISPSCoderequlrementS．
All thisleads to a violation of STCW95　andILO Convention No．180

requirements，reSultinginexcessive fatigue，decreasinglevelofsafbty and

SeCurity．TheimpactofmanninglevelsontheimplementationofTSPSCodeas

Wellasontheimplementationofmanyotherregulationsisalegitimatematterof

COnCem OftheIMO，NationalMaritime Administrations and ship managers．

Attemptstorectifythesede貢Cienciesleadtotighteningofinspections，increased

bureaucracyandresultedinaso－Called“paper－Safbty”culture・Thistermdenotes
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Sa鈷tyonpaperbutnotinrealityduetolackofresources．TheISMCodewas

initial1yintroducedtosoIvesomeoftheseproblems．Unfortunatelyitdoesnot

SeemtObeeffbctiveinmanycompanies．Numerousandtediousinspectionswill

agalnPutmOreStreSSOnalreadyexhaustedcrewsingeneral，anddeckofncersin

Particular．

ItisobviOusthatthe”PrinciplesofSafeManning”shouldrequireasecurity

COmPOnentandthatthisregulation－ifitistoachieveitsdesiredresult－maybe

askingtoomuchofmanyofthealreadyoverloadedshipboardpersonnel．

AnalreadyenormousregulatoryworkloadofcrewunderISMCode，STCW，

SOLASandMARPOLwasincreasedduetoISPSCoderequlrementS．Together

Withreducednumbersofcrew，thissituationmightendangersafetyandsecurity
at sea．It begs the question：Do we have enough resources to providefor

additionalsecuritymeasuresaccordingtoleve120r3？

ThemainChallengeofthisresearchistodevelopamodelshowingtheimpact

OftheISPSCodeonworkloadandcrewperformanCe．Suchanimpactoncrew

WOfkloadshouldnotbeconsideredseparately舟omalloftheotherdutiesofthe

Ship’screw．Alimitednumberofcrewmembers，Oftenonlythebarestnecessity

to meet the requlrementSfor rest hours specined by the above mentioned

COnVentions（STCWandlLO180）demandsasystematicapproachtoananalysis

OfthelmpacttheISPSCodehashadonshipboardorganization．SuchananalysIS

isespeciallynecessaryinthecaseofshipsemployedinshort－SeanaVigationand

atMaritimeSecurityLeve12and3．0neofthemathematictooIs，Whichcouldbe

usedforsoIvingthisproblem，isBayesianNetwork（BN），

1．l tiayesiannetwork

As a11work onboardis performed by the crewwith no additionalsupport
available，itisinexpedientto addressissues ofISPS Code compliance，TSM

Codecomplianceorwatchkeepingatseaandinportseparately・Theresource
modelmusttakeinto accountbothindividualduties andthewhole task．Risk

modellingis　an　eSSential part ofthe Formal Safety　Assessment（FSA）
methodology．Therearetwowaystoquantifyrisk，throughaprioristatisticsand

throughmodels．

Thedisadvantageofusingtraditionalstatisticsisthatstatisticsonlyrepresent

thepast，andcannottakeintoaccountrecentdevelopmentsornewrequlrementS・

Riskmodellingistheproactiveapproach，Wherebyrisksareassessedbeforethe

accidenttakesplace．

Thsisatvariancewithmaritimehistory，Whereregulationsareoftenadopted
Onlyaftercatastrophicaccidentshavebeenanalysed．Theimportanceofhuman

resourcescanbewellreflectedinamodel，however，difficulttorevealthrough

Statistics．SinceBayesiannetsnaturallyrepresentcausalchains，thatis，Cause－

e飽ctrelationshipsbetweenparentandchildnodes，WeCanSupPlyevidenceof
PaSteVentS，andthenruntheBayesiannetworktoseewhatthemostlikelyfuture
OutCOmeSwillbe．TheirstrengthisthattheyarerobustifmisslngSOmePartOf

information，and will make the best possible prediction with whatever

informationispresent；thereforetheywereusedforcrewresourcesmodelling・

HUGINistheBayesiannetWOfktoolusedintheresearChreportedinthispaper・
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2　Mainpart

2．1ISI，SCodehistory

Inessence，thelSPSCodetakestheapproachthatensuringthesecurityofships

andportfacilitiesisbasicallyariskmanagementaCtivityandthattodetermine

WhatsecuritymeasureSareapPrOPriate，anaSSeSSmentOftherisksmustbemade
in eachparticular case．Hazardident摘cation（HAZID）is amethod used to
SyStematicallygothroughasystemoranoperationwiththeaimtoidentifyand
discusshazardouselements／conditions．Oneoftheobjectivesofthispaperwasto

identifya11－importanthazardsregardinglack ofavailableresources onboard

Shipsinnuencingbothsecurityandsafbty．ThishazardidentificationformSthe

basisforaformalsafbtyassessment（FSA），COnSistingofthefollowingsteps：

hazardidentification，riskanalysis，Risk Control Options（RCO），

recommendationsfbrdecision－making．

The purpose oftheISPS Codeis to provide a standardized，COnSistent

frameworkforevaluatingrisk，enablinggovemmentStOOfEBetchangesinthreat

Withchangesinvulnerabilityforshipsandportfacilities．Becauseeachship（or

Classofship）andeachportfacilitypresentdiffbrentrisks，themethodinwhich

they meetthe specific requlrementS Ofthis Code shouldbe determined and

eventuallyapprovedbytheAdministrationorContractingGovernment，aSthe

CaSemaybe．lnordertocommunicatethethreatataportfacilityorforaship，

theContractingGovernmentSetStheappropriatesecuritylevel．Securitylevelsl，

2，and3correspondtonormal，medium，andhighthreatsituations，reSPeCtively・

Thesecuritylevelcreatesalinkbetweentheshipandtheportfacility，Sinceit

triggerstheimplementationofappropriatesecuritymeasuresfortheshipandfor

theportfacility．

2．2Modeldescription

Figurel glVeS a briefoverview ofthe risk model developed by Bayesian

networkforresources．Resourcesinthisstudyweredennedasavailablehuman

manpoweronboardthevessel．VariousexpertsanddatasourCeSWereuSedto

ensure a solidfoundationforthe dependencies andfigures enteredinto the

model．Anextensive surveyamOng Seafarerswasheldto serveas abasefor

modelling．A questionnaire“Sufnciency of resources　for perfbrmlng

COnVentionalduties”withmore than86questions was developed withinthe

framewofkofthisresearch．Morethan150peopletookpartinthissurvey，allof

themwereMasters，ChiefOfncersorOOW．

An0切ect－0rientedBayesiannetwofk（00BN）isanetwofkthat，inaddition

to the usual nodes，COntainSinstance nodes．AninStance nodeis a node

representinganinstanceofanothernetwork．Inotherwords，aninstancenode

representsasubnet．Ofcourse，thenetworkofwhichinstancesexistinother

netwo止scanitselfcontaininstancenodes，Wherebyanobject－Orientednetwork

CanbeviewedasahierarChicaldescription（ormodel）ofaproblemdomain・

InthismodelwetookintoaccountOnlyshipresourcesasthecrewcomponent

isthemostfragileandexposedinthesecurityscheme．Allothercomponentsof
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the modelwere頁Xed．It consists ofthefollowinginstance nodes（Subnets）

（Figurel）Shownasrectanglesasopposedtooriginalnodesshownasellipses．

Figurel：　BayesianCreWreSOurCemOdel．

Figure2：ISPSCodewofkloadsubnet．

Themostvaluableoutput放omamodelisnottheoverallrisklevelthatis

predictedbythemodel，butthestructureitselfandallthecontributingfactors

thatenableanunderstandingofthefailuremechanisms．ItthusglVeSaquantined

resultwheneveroneoftheinputparametersisaltered・Inotherwords，eaChnode
couldbeidenti且edasaRiskControIMeasure（RCM），andtheirinnuenceon

Safetyand白ecuritycouldbemonitored．
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TheISPSCodewo止loadsubnetconsistsofthefollowlngnOdes：
・SSO

ThenodeindicatestheexperienceoftheShipSecurityOfncer，hisproficiencyin

SeCuritytraining and other securityprocedures．Every nodeis avectorwith

SeVeral states，e．g．VeCtOr

〔Statel

State2

Experienced，－Non－eXPerienced．

Itcouldbewrittenas SSO

（

hereitis a vector with two states：

Experienced

Non－eXPerienced

Theprobabilitiesinthisnodearebasedonstatistics／expertdata，derived丘om

SSOtrainingcourses．

．ISPSCodeproficiency

Thenode describesthe crewpro蔦ciencyinISPS Codeprocedures．States：－

Standard，－Low．Theprobabilityforthisnodeisderivedfromexpertdata，based

OnreSultsofsecuritytrainingprogramsheldatMakarovTrainingCentre．
・Situationawareness

Thisnodeis an outputnode ofCrew Competency subnet．Thisnode shows

resultsforprofessionalcrewcompetencybasedonthefollowingfactors：

SeaeXPerience，Shipandtradingareafamiliarization，prOfessionalcompetency，

additionaltralnlng，COmPany’spolicyfornon－COmPulsorytraining，tendencyto

hirecheaper（1essqualified）crew，COmPany’strainingbudget．

States：－Aware，－Not aware．The probabilityinputis derived丘om Crew

Competencysubnet．

●Generalprofkiency

Thisnodejoinsthenodes“ISPSCodepro蔦ciency”and“Situationawareness”

anddescribeswhetherthecrewmemberhasastandardoralow（sub－Standard）

1evelofgeneralskills．States：－Standard，－Low

・MedicalFitness

Thisnodedescribesthephysicalandmentalconditionofthecrewmember，and

indicateswhetherthecrewmemberis丘ttoperformassigneddutiesandhas3
StateS：

－Fit，LImpaired，－Un頁t

●Preparedness

This nodeis dependent on the nodes“General Proficiency”and“Medical

Fitness”．States：－Prepared，－Not Prepared．Itis assumed thatifthe crew

memberisunfit，itislOO％notpreparedforISPSCodeprocedures；butifthe

CreWmemberisimpaireditspreparednessisreducedby20％．Itisstatedthat
CreWmemberwithstandardlevelofskillsareoftenlesstoleranttominorhealth

PrOblems．

・MinimumSa鮎Mallnlng

ThisnodeisanoutputnodeofHumanResourcessubnet．

●SecurityLevel

ThisnodedescribescrewyorkloaddependingonMaritimeSecurityLevelas
COmParedtonormaloperat10nOftheship．States：－Levell，－Leve12，－Leve13．

1tissupposedthatwithinLevelladditionalworkloadbecauseofISPSCode
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PrOCeduresamOuntStO5－10％，withinleve12－30％andwithinleve13－uPtO45－

50％ascomparedtonormalshipoperation．

・CoJIVentionalrequircments（STCW，TL0－180）
The node denotes standards describedin STCW　andIL0－180　conventions

regardingrestandworkinghours．States：－Conventional，i．e．meetingtheabove

mentionedrequlrementS，－Insufncient，i．e．CompromlSlngtheabovementioned

requlrementS，
・AvailabIeresources

Thisnodeismadeinordertogatherthenodesfbr“ConventionalrequlrementS”，

“Minimum safb mannlng”and“Preparedness”into one．This approachis a

SOftwaretricktoreducetheamountofprobabilityinput．Tfthenumberofarrows
OntO the subsequent nodeis reduced，the size and the complexityofthe

COnditionalprobabilitytables（CPTs）isalsoreduced．Itdescribeswhetherwe

haveavailableresourcesdependingontheabovenodes．States：－Availal）］e，－

Notavailable．
・Multinatiomalcrews

Thenodeshowsdependenceofcrewcooperationincaseofsecuritythreator
Otheremergency．States：－Multi－nationalcrew，－Mononationalcrew・

．Securityworkload

Thisnodeistheoutputnodefbrthissubnet．ltmeansthatdata丘omthissubnet

willbesummarizedinthisnodeandsenttootherBayesjannetwofksforfurther

PrOCeSSing．Itshowswhetherwehavenormalorhighsecurityworkload・This
nodeisdependentonmaritimesecurity1evelnode，aVailableresourcesnodeand
crewnationalitynode．States：－Norma1，－High．Theprobabilityinputisderived

録omquestionnaireandexpertdata・
Theresultsobtainedwiththemodelarenotcontradictorytocommonsense・

Thisprovesthatthemodelisadequatetotheprocessresearched・Basically，the
modelwasdevelopedforananalysisoftendency（conceptualmodel）andnot

withthealmofgettingaccurate丘gures．Thereforethemodelmayhavesome

limitationsincludingthoseinherentinBayesiannetWOrks：

1．Animperfbctmodelduetoanimperfbctunderstandingofthedomain，an
incompleteknOwledgeofthestateofthedomainatthetimewhereaglVen

taskistobeperformed，arandomnessinthemechanismsgovemlngthe
behaviour of the domain，Or a COmbination ofthese．We hope this

imperfbctnessis　minimized because the research team consists of
PrOfbssionals・

2．AninCompleteness ofthe modeldue to some missingnodes（auxiliary
nodes，WhicharenotimportantinouroplnlOnOrnOdeswithinsufncientdata

recordtracking）．Forexample，thenodeofeducationlevelwasnottaken

intoaccountsimplybecausetherewasnodataavailableondependencyof

educationgrade．

3．Thegreatredundancyofthemodelleadstolowasensitivityoftheoutput

results．Thisisaslgnaltointroduce’旬eighting”ofnodes・

4．Aprioridatawereusedformodelling．Thisdatawasbasedonexperts’

oplnlOnSderived舟omaquestionnairesurveyheldamong150deckofncers

Ofdiffbrentqualincations・A丘equencyinterpretationassessmentwasused
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inSteadofprobabilisticapproachduetoaninsufnciencyofdataavailable．

ThisapproachisacceptableforpracticalanalysIS．

2．3Modelanalysis

Figure3A shows the trade－0ffbetween safbtyand securitydepending on

maritimesecurity1evel．
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Figure3：　A．Trade－0任Safbtyvs．Security．B．RCORating．

Theresultsshowthatwhenchangingsecuritylevel舟omlto2Westillhave

SOmeSmallgapbecausethetotallevelofsafttyandsecuritychangespositively
byl％（from87％to88％）．Butthatgapisnotasgreatasrequiredbyleve12

Whereaswecanseethesafbtylevelreducesto86，andatleve13wherethe
Summarylevelispracticallythesameasatleve12．ThismeanSthatwehave

insufncientresources；tOincreasesecuritywehavetocompromisesafbtywhich
isabsolutelyunacceptable．

Figure3Bshowsthesafbtyandsecuritylevelchangesdependingonselected

RCO，SO－CalledRCOratingbasedonmodellingresults．Ascanbeseen斤omthe

graph，adelegationofsomedutiesashoreyieldspositiveresults．AIso，adistinct

COnneCtion between sa鎚tyand securityis seen．With a decreasein total

WOrkloadweobtainanimprovementbothinsafetyandsecurity，aSthecrew

memberhasmoretimetodealwithshipboardroutines．

Apart舟omteclmicalRCOtherecouldbeRCMaimedatHumanElement．

Themainelementofthisgroup，Whichis calledCrewResources RCO（CR

RCO），isto enhanCe CreWPerfbrmanCeViaadditionaltrainingandadditional

personnel・CrewResourCeSRCOincludesthefollowingRCM（nodes）：

Sa馳tyculture－Theintroductionofasafbtycultureonboardshipsshouldbea

longtermgOalforanyShippingcompany，aSthisnotonlyenl1anCeSSafetyand

SeCuritybutalsoreducestheriskofoverallnegligenceandpoormaintenanceat

ratherlowcost．Moreoveritgivesagoodmotivationforcrewmemberstotake

anactivepartintheSMSonboardship．

Simulatortraining－ThetrainingasrequiredbytheSTCW、Conventionisthe

minimum，anditisfurtherarguedthatimprovednavigatortrainingwouldhavea

POSitiveef稔ctonthesafetyandsecuritylevelofthevessel．Anexampleofan



MaritimeSecurityandMET223

improvednavlgatOrtralnlngisadvancedshipmanOeuVrlng，1nCludingtrainingof

crisissituationswhichcanonlybedonesafe1yinsimulators．

ThesecondRCOgroupdealswithshore－basedactivities．Themainideaof

thisgroupistofacilitateshipboardroutineseitherremotelyviaspecialservices

suchaschartupdatingserviceashoreordirectly，bytheportfacilitytotakethe

mainpartofthesecuritywOrkloadduringtheship’sstayinport・

Figure4showschangesinsecurityleveldependingontheimplementation
thelevelofselectedRCMconnectedwithshore－basedactivities．
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Figure4：　Securityandsa伝tyoutsourCingRCM・

ltcanbeseenthatoutsourcingofsecuritydutiestoportfacilities（Figure4A）

greatlyenhanCeSSeCurityonboardasportfacilitiesarelesslimitedintheir
resources．It could be that outsourclng Of some ship routines to shore

management（Figure4B）enhancesbothsafbtyandsecurityasitmakesmore

timeavailal）leforperformlngOtherduties・
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Figure5：　A．SecurityequipmentB・ISPSCodedoesoverload・

The third RCO group dealswith technicalmeasures aimed at reducing
wo止load through an automation ofshipboard operations，for example the
installationofcerti貢edsecurityequipmentsuchasgangwayalarmOrintruder
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alarmL Figure　5A shows changesin securitylevel depending on　the

implementationofsuchsecurityequipment．

3　Conclusions

Nowadaysitishardlypossible，thatwe could丘ndone ortwonew e脆ctive

measureswhichallowustOCOnSiderablyraisethelevelofsafbtyandsecurity，

therefore only a complex system ofsuch measureS COuld produce tangible

results・Theship，screwislimitedinnumberaswellasinresources・Tocope

withtheirnumerousduties，Ofncersshouldbemorecompetenttobeabletodo

morethingswithin allocatedtime．ForexamPle，tOkeep ship’s charts fblios

updated an experienced Navigation Ofncer needsless time thanhisless

experiencedcolleague．WithanumChangedcrewsizeanylnCreaSeinworkload

implies the needfor a higher competency ofcrew members to be able to

COmPletetheirdutiesintime．Thebettertheeducationofanindividual，thebetter
isthesituationawareneSS．InotherwordsherewehavedirectlinkbetweenISPS

CodeandMET．

Crewcompetencyisthemeasureofshipsafbtyandsecurity．Thenumberof

CreW depends onits qualification withinreasonablelimits．Itis eommon to

duplicateequlPmenttOinCreaseitsredundancybutthesamePrlnCipleshouldbe

employedforcrewresourcestoo・Toenablealevelplaylngneldforshipping

COmpanies，thenumberoflesscompetentCreWShouldbeincreasedonboardas

COmparedtowell－educatedandtrainedcrew．

WhencomparlngOurreSultswithotherreportswecouldnoteconsistencyln
resultsshownOnFigure5Btakenfrom“Questionnaire血dingsonexperienceon

ISPS Codeimplementation　from crew／vessel polnt Of view”by Tlm

Charalambous．

AnotherfindingofthisresearchisthenecessitytobuildasingleuninedTSM－

ISPSCodeSystem，SecurityandSafbtyManagementSystem（SSMS），aSallof

SeCurityandsafetyaspectsofship’soperationshouldbecheckedandmomitored

Simultaneously，nOtSeParatelyasitiscurrentlydone．Presentlytoomuchstress

ISputOntheship’screw，tOaddresssecurityissues．HavingmuchmoreresourCeS

available，umdoubtedly，POrtfacilitiesshouldbemoreinvoIved．

Outsourcing ofsecuritydutiestoportfacilitiesis oneoftheways outto
reducecrewwofkloadwithoutcompromisingsafetyandsecurity．

Re鮎remCeS

l11NAV49／inf2LargepaSSengerShipsafbty＝e脆ctivevoyageplanningfor

largepassengerships，repOrtSubmittedbyNorway，IMO，2003．

［2］　MSC／Circ・1023，MEPC／Circ．392　Guidelines　for　formal security

assessment（FSA）foruseintheIMOrule－makingprocess，IMO，2002．

［3］　HUGINmanualandsoftware，HUGINExpertA／S，Denmark，1995－2005．

［4］　Charalambous T・，Questionnaire fndings on experience ofISPS Code

implementation録om crew／vessel point of view，DFM Presentation，

WWW・thedigitalship．com，




